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Sicherheit

KOMPLEXITAT REDUZIEREN

erhoht die Fragilitat der
Infrastruktur. Sie wird anfélliger fir Angriffe

Stand der Technik Security

NIS2, KRITIS & Co fordern Security nach dem
aufzubauen

XLAS statt SLAS

ISt eine S4ule der Sicherheit. Wenn
Applikationen nicht nutzbar sind, verlieren wir Geld.



KOMPLEXITAT
REDUZIEREN
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* Bundesamt
40 fir Sicherheit in der
Informationstechnik

I'T-Grundschutz
51 e

Frage: Wer hat das BSI Grundschutzkompedium gelesen?
(es sind Uber 850 Seiten...)
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BSI-Grundschutz Kompendium

10 Bausteine

Sicherheitsmanagement Organisation & Personal Konzeption & Vorgehensweise Betrieb

Detektion und Reaktion Industrielle IT
Anwendungen Infrastruktur
Netze und Kommunikation IT-Systeme
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BSI-Grundschutz Kompendium

Anforderung Grundschutz Baustein LOsung

Silicon Root of Trust

SYS.1.1 Compute Ops Management

Absicherung des Bootvorgangs

Authentisierung an Servern

Allgemeiner Server
Systemuberwachung und

o HPE GreenLake Cloud
Monitoring von Servern



BSI-Grundschutz Kompendium

Anforderung Grundschutz Baustein LOsung

CX 10000 Switch
800Gbps Stateful

L4-Firewall (EW traffic)
Data Center Switch

48 x 1GbE/10GbE/25GbE - 6 x 40GbE/100GbE
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BSI-Grundschutz Kompendium

Anforderung

Planung des IT-Betriebs unter

besonderen Notsituationen

Grundschutz Baustein

OPS
Disaster Recovery

Losung

Zerto

a Hewlett Packard
Enterprise company

5 %
&
Ransomware Disaster
Resilience Recovery

Continuous Data Protection
Any App, Any Data & Any Cloud



Aber jetzt kommen wir zur Infrastruktur...




Wie die Welt heute aussieht... (von Daniel Lorch)
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Kunden

Wie gut ist das Komplexe Sicherheits —
WLAN? Administration Bedenken




1. Frage:

Wissen Sie zu 100%, was In Ihrem Netzwerk i1st?




Wie alles begann...

Corporate \ —
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mijl =

Skalierung und Segmentierung bringt

KOMPLEXITAT




2. Frage:

Was darf jede IP-Adresse im Netzwerk tun?




Lisa ﬁ

10.1.1.25

3A:50:11:CA:75:1A

zum Anwender

Firewall
O

J JC )

Permit App 1
Deny App 2
NAT App 3
QoS App4
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Erste personalisierte

Lisa Permit App 1
Deny App 2 )

10.1.1.25 NAT App3
sas0:11ca7siA - QOS  App 4

Access Switches

Gateway

S e
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J_J(

)

Firewall
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Evolution der

Im Access

Gateway

I

1 Aggregation

Access Switches
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DataCenter
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3. Frage:

Wie kann ich ein Regelwerk durch Policies im Netzwerk durchsetzen?




IT Infrastruktur ist komplex

OFE
—Jis

Public Cloud Data Center
Remote AP
Branches Home Office ﬁ 1
2 24
| Head Quarter J,\L SSE
s
i i+ S 2
Bl kol & ©&
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Komplexitat reduzieren

------ HPEL___] Sicherheitsmechanismen an einem Ort =~ ----------..
GreenLake ;

Subscriptions

O O
(N + (1)

Server Admin Network Admin

RO RW RO |
Create VMs | |

DC Switch SD-WAN



Sicherheitsziel:

Intellectual Property (IP) Daten mussen geschitzt werden




IP-Daten missen geschitzt werden

|IP-Daten

. ) 5
o / nj=k ]
0\@ \:3\ 0\ \_.——.
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— = ﬁ Techniker
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Ind. Device Techniker
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Visibilitat & Authentifizierung

—
O
C
POLICY
MANAGER
< o
4 ) U
JOMIGION Y
ER R W) ( .
_____ =2
I > I — \
Rolle Rolle Rolle Rolle
Engineer Techniker \olIP Robot
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Zuweisung von Rechten e

LD | IS
Kﬁ\rﬁ_—/@_
I |_"}l

Rolle Engineer

HTTPS === |P-Daten %

o

@7 Internet*  wmep  Je Nach Policy N\
& ) Alles Andere -
Rolle Techniker Rolle Robot
HTTPS, SSH === Rolle Robot / HTTPS === |Nd. Server %
Internet * === Je Nach Policy SFTP —==fp Firmware Upgrade
Alles Andere x Alles Andere x
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Mikrosegmentierung

Dynamic Segmentation

m x Role HTTPS, SSH = Rolle Robot
adl , Techniker

Internet —p Nach Policy

All Traffic —— All Destinations x

Mobility
Gateway
 Exploit |
g Mmoo
T drf \U MJ
Engineer Robot Gast Tec_h_niker VOIP



1. Wissen Sie zu 100%, was in Ihrem Netzwerk ISt?
2. Was darf jede IP-Adresse im Netzwerk tun?

3. Wie kann ich ein Regelwerk durch Policies im
Netzwerk durchsetzen?



Was brauche ich noch?




EDGE SERVICES PLATTFORM ARCHITEKTUR

&) & ol

Remote Branch Cloud Campus Data Center

Automate

AL i P ® O

Onboarding Provisioning Management & AlOps & Analytics & Location
Orchestration Troubleshooting  Optimization

Al and Automation

REl EY=R O (2] &

]
[&)
% Visibility Authentication & Micro- Continuous Network Access SSE
a Authorization segmentation Monitoring Control

Zero Trust & SASE Security
= . .
S = @ 56"
S Wireless Wired DC SD-WAN 5G loT
&}

Unified Infrastructure

HPE GreenlLake as a Service
Central Cloud Management




Und wo Ist die KI?




Umfangreiche, relevante und vielfaltige Daten: Das Fundament der KI

Branchenfiihrender Data Lake

~4. ~1.6 30+ 250K
Million Milliarden Industrie Kundenin
Komponentenl Endgerétel verticals AMS, EMEA, APJC
Wie hilft ein Data Lake?
UNCOVER INSIGHTS RECEIVE POWER & CONSTANTLY
AND TRENDS OPTIMIZATION TRAIN Al/ML
TIPS MODELS

: *HPE Aruba Networks Intros GenAl Trained On Networking Giant's Own 'Massive' Data Lake I
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https://www.crn.com/news/networking/2024/hpe-aruba-networks-intros-genai-trained-on-networking-giant-s-own-massive-data-lake

EDGE SERVICES PLATTFORMARCHITEKTUR

@ S il

Remote Branch Cloud Campus

Data Center

I3 —] (o) —
g Il B0 o © 0
g Onboarding Provisioning Management & AlOps & Analytics & Location
5 Orchestration Troubleshooting § Optimization
< Al and Automation

o BN o
g &= @) N I__—I'E' @5
B Visibility Authentication & Micro- Continuous Network Access SSE
a Authorization segmentation Monitoring Control

Zero Trust & SASE Security

b 7 4
3 G = @, 56"
S Wireless Wired DC SD-WAN 5G loT

Unified Infrastructure

HPE GreenlLake as a Service

Central Cloud Management
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Kl 1im Einsatz

Demo




HPERRRS comat v

Toronto (YYZI) - Branch

o] L . :
(=] Network and connectivity information about this
site.

Network

@ Poor

17 devices

Clients
280 @
280
Applications
Toronto (YYZI) - 0
Branch
ssauga, Ontario L4W...
W'E i Security

Alerts
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Q, search Central
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) L ) Gateways e2
@ High Memory utilization on 3 devices.
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Wireless o 280
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Properties

Location
1875 Buckhorn Gate Mississauga, Ontario L4W 5N9
Canada

Time Zone

America/Toronto (UTC-05:00)



Al-Powered Network Optimization (&P

In depth analysis for Toronto (YYZI) - Branch.

loT Policy Optimization Available

Build Zero Trust policies by only allowing
required access

Today at 1:00 AM

Network Deteciion - Abnormal Data
Upload

Clients in your networighave recently uploades

abnormally large amounts'©

Yesterday at 8:00 PM

Network Dete :tion - New Country
Upload

Clients in your netwigk have recently uploadgd
abnormally large amoun

Yesterday at 8:00 PM

Network Detection - Abnormal Data Upload

An 'Abnormal Upload' tag has dynamically been applied to the following loT clients.

Name MAC Address

Residence-CCTV EB:27:25:45:04:C3
Residence-Confrol 08:00:21:3c:A8:23
Staff-VOIP04111 00:0B:92:22:05:D1
Conference-Room-TV E8.5B:5B:76.F9:11

WLAN
AnyCorplnc-SEA-PSK

AnyCorplnc-DFW-PSK
AnyCorplnc-DFW-PSK
AnyCorplnc-DFW-PSK

Vendor
Axis
3M
Ascom
LG

Model/OS

Axis Camera

3M Thermostat
Ascom Wireless Phone
LGTV



Network Detection - New Country Upload
An 'New Country Upload' tag has dynamically been applied to 'Residence-CCTV4'. This client uploaded 11.09 GB to Russia on February 23, 2025 12:30 PM, compared with an average of 0 MB uploaded daily during the past 30 days.

Behavior Mapping Country Uploads

Records per-country activity once the baseline threshold is exceeded.

Visualizes historical traffic and highlights anomalies.

1 item
Source Destination Service /... Action Usage Baseline
- Residence-CCTV4 russia Any - 11.09 GB 0 MB
B

Selection Results

The selected policies account for 100% behavior coverage across all new country uploads.
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Network Detection - Abnormal Data Upload

An 'Abnormal Upload' tag has dynamically been applied to 'Residence-CCTVA4'. This client uploaded 12.72 GB to 4 destinations on March 3, 2025 12:31 AM, compared with an average of 45.69 MB uploaded daily during the past 30 days.

20G

10G

bps

02/14/2025

Behavior Mapping

Visualizes historical traffic and highlights anomalies.

02/20/2025

B Actual B Baseline

Data Uploads

Records upload activity once the baseline threshold is exceeded.

L items
Source Destination Servic... Action Usage Baseline
¥ Residence-CCTV4 10215113 Any Log 4.88 GB 20.8 MB
. Residence-CCTV4 cabinetkignima.com Any Log 442 GB 14.7 MB
L__] Residence-CCTV4 10.213.11.21 TCP Log 1.80GB 10.2 GB
[ Residence-CCTV4 10.211.20.3 GP Log 1.62 GB 0.0GB

Selection Results

The selected policies account for 87% behavior coverage across all abnormal Uploads.



XLAS statt SLAS




Service Assurance: User eXperience Insight (UXI)




Finde den Sensor...!
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@ Cé:a (ﬁ) (E;;-;) All Groups ~
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Experience

6E sensor

APJ

Laptop Agents
Android Agents
EMEA

North America
Android-PA
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—_—
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DNS
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s+ External

1Password
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Google Docs
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® All Groups ® 6Lk sensor

* Guest 6E

Testing 4 networks
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EDGE SERVICES PLATTFORM ARCHITEKTUR

&) & ol

Remote Branch Cloud Campus Data Center

Automate

AL i P ® O

Onboarding Provisioning Management & AlOps & Analytics & Location
Orchestration Troubleshooting  Optimization

Al and Automation

REl EY=R O (2] &

]
[&)
% Visibility Authentication & Micro- Continuous Network Access SSE
a Authorization segmentation Monitoring Control

Zero Trust & SASE Security
= . .
S = @ 56"
S Wireless Wired DC SD-WAN 5G loT
&}

Unified Infrastructure

HPE GreenlLake as a Service
Central Cloud Management




Zusammenfassung

U HPE Green Lake, eine Plattform, um die gesamte IT-Infrastruktur im Griff zu haben

U BSI-konforme ,Stand der Technik® IT-Infrastruktur mit HPE bauen

U Sicherheit erhohen und Kosten senken im Data Center

U HPE Aruba Central, mehr Sicherheit im Netzwerk

0 360° Applikationsvisibilitat
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lukasz@hpe.com
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